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1	Decision/action requested
Approve this contribution as a normative text to be included in the living draft-CR for eNA security normative work [1]. 
2	References
[bookmark: _Hlk64464519][1] S3-213269 “Security aspects of eNA: draft skeleton for draft CR”
3	Rationale
This contribution proposes normative text based on the Conclusions on Key Issue #1.3. For several details, this procedure proposes alternatives to the baseline in Solution #10. 
4	Detailed proposal
** Start of 1st Change **
[bookmark: _Toc19635000][bookmark: _Toc26876067][bookmark: _Toc35528835][bookmark: _Toc35533596][bookmark: _Toc45028984][bookmark: _Toc45274649][bookmark: _Toc45275237][bookmark: _Toc51168495][bookmark: _Toc67389405][bookmark: _Toc80823507]Annex X (normative):
Security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2
X.1	General

[bookmark: _Toc19635001][bookmark: _Toc26876068][bookmark: _Toc35528836][bookmark: _Toc35533597][bookmark: _Toc45028985][bookmark: _Toc45274650][bookmark: _Toc45275238][bookmark: _Toc51168496][bookmark: _Toc67389406]X.2	Authorization of NF Service Consumers for data access via DCCF
The detailed procedure for NF Service Consumer to receive data from Service Producers via DCCF is depicted in Figure X.2-1:



Figure X.2-1: Service Consumer Authorization to receive data from Service Producers via DCCF
1.	An NF service consumer (e.g., NWDAF) discovers a DCCF to retrieve data. The NF Service consumer requests authorization from an NRF by invoking Nnrf_AccessToken_Get request including the information to identify the target NF (DCCF) and the source NF (NWDAF).
2.  The NRF verifies the information provided by the NF Service Consumer and generates an access token as described in 3GPP TS 33.501.
3.	The access token (access_token_nwdaf) is provided to the NF service consumer. 
4.	The NF Service Consumer initiates an NF service request to the DCCF which includes the access_token_nwdaf. If the NF Service Consumer has an access token (access_token_data1) to access the data from a NF Service Producer in advance, then the NF Service Consumer includes this token in the request message. Otherwise, the NF Service Consumer generates a Client Credentials Assertion (CCA) token (CCA_NWDAF) as described in 3GPP TS 33.501 and includes it in the request message in order to authenticate itself towards the NRF. 
5.	The DCCF verifies that the access_token_nwdaf is valid and executes the service.
6.	If the NF Service Consumer has an access token (access_token_data1) to access the data from a NF Service Producer in advance, the steps 6, 6a and 6b can be skipped. 
The DCCF determines the NF Service Producer(s) from where the data is to be collected if the NF Service Consumer does not send the info of NF Service Producer (i.e., NF Service Producer type and Instance ID) along with the service request in Step 4. 
6a. The DCCF requests authorization of the NF Service Consumer from the NRF by invoking an Nnrf_AccessToken_Get Request including the information to identify the NF Service Producer, NF Service Consumer and the CCA_NWDAF provided by the NF Service Consumer. 
6b. The NRF determines whether the NF Service Consumer (e.g., NWDAF) is allowed to access the data. The NRF also verifies if the NF Service Consumer has authorized the DCCF to request an access token on its behalf by verifying the audience included in its CCA. Then the NRF sends an access token (access_token_data2) to the DCCF if the NF Service Consumer is authorized to receive the data from the specified NF Service Producer.
7.	In the case a new data consumer comes at a later stage to request the data, which is already being collected by DCCF, and then steps 7-12 can be skipped.
The DCCF requests authorization from the NRF by invoking an Nnrf_AccessToken_Get request including the information to identify the target NF (NF Service Producer), the source NF (DCCF). 
8.	The NRF determines whether the DCCF is allowed to access the service provided by the identified NF Service Producers. 
9.	The NRF after successful verification generates and provides an access token to the DCCF as described in 3GPP TS 33.501.
10.	The DCCF uses the access token to initiate an NF service to the identified NF Service Producer to subscribe to the data.
11.	The NF Service Producer(s) verify the access token as specified in TS 33.501. NF Service Producer(s) execute the service after successful verification.
12. The NF Service Producer(s) provide requested data to the DCCF.
13. The DCCF forwards the received data to the data consumer(s).
** End of 1st Change **
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